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COMPARATIVE ANALYSIS OF SEQUENCE-BASED AND  
GRAPH-BASED DEEP LEARNING FOR ANOMALY DETECTION  

IN MICROSERVICE TRACES

Abstract. The transition from monolithic to microservice architectures has significantly increased the 
complexity of system observability. Distributed tracing has emerged as an indispensable instrument for 
monitoring inter-service interactions, yet traditional anomaly detection methods often fail to capture the 
complex structural relationships inherent in these systems. This paper presents a comparative study of 
sequence-based approaches, specifically Long Short-Term Memory (LSTM) networks, and graph-based 
deep learning methods such as Graph Neural Networks (GNNs) for anomaly detection in microservice 
traces. The comparison combines a structured analysis of existing literature with original experimen-
tal evaluation, in which three representative models – DeepLog (LSTM), DeepTraLog (GGNN), and 
TraceVAE (Graph VAE) – are trained and evaluated on the TrainTicket benchmark comprising 106,312 
traces from 35 microservices. We evaluate these paradigms across three dimensions: structural aware-
ness, detection accuracy, and computational efficiency. Our experimental results, together with findings 
reported in prior work, confirm that graph-based models achieve higher detection accuracy (F1 up to 
0.896) compared to sequence-based alternatives (F1 = 0.758), while also revealing practical trade-offs 
in training cost, memory consumption, and deployment complexity.

Keywords: microservice architecture, anomaly detection, graph neural networks, LSTM, distributed 
tracing, deep learning, observability.

1. Introduction

Modern industrial microservice systems often 
comprise thousands of services running across dis-
tributed containers and virtual machines [1], [2]. In 
contrast to conventional monolithic designs, where 
application logic is encapsulated in a single binary, 
microservices rely on loosely coupled, autonomous 
units communicating via lightweight protocols such 
as Remote Procedure Calls (RPC) or Representa-
tional State Transfer (REST) APIs [3], [4]. This ar-
chitectural paradigm shift provides substantial ben-
efits in terms of scalability, deployment flexibility, 
and team autonomy. However, it simultaneously 
introduces substantial “observability challenges,” 
where a failure in one service can propagate through 
complex invocation chains, causing cascading ef-
fects across the entire distributed system [5], [6].

To mitigate these operational risks, distributed 
tracing technologies such as OpenTracing, Jaeger, 
and Apache SkyWalking have been developed to re-
cord the end-to-end execution paths of user requests 
as a series of hierarchically organized “spans” [7], 

[8]. Each span represents a unit of work within the 
system, containing metadata about timing, service 
identity, and parent-child relationships. However, 
the telemetry data generated by these systems is 
often high-dimensional, semi-structured, and char-
acterized by complex non-linear dependencies, 
rendering manual troubleshooting and simple rule-
based detection approaches insufficient for modern 
production environments [9], [10].

The emergence of machine learning (ML) and 
deep learning (DL) techniques has offered prom-
ising solutions for automated anomaly detection 
in distributed systems. Among these approaches, 
two paradigms have attracted considerable schol-
arly interest: sequence-based models, particularly 
Long Short-Term Memory (LSTM) networks, and 
graph-based models, including various Graph Neu-
ral Network (GNN) architectures. This paper offers 
an exhaustive evaluation of these two paradigms, 
examining their relative strengths and limitations 
across multiple evaluation dimensions.

The contribution of this paper is twofold. First, 
we provide a structured analytical comparison of 
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sequence-based and graph-based paradigms, syn-
thesizing detection accuracy and computational 
efficiency findings reported across multiple inde-
pendent studies. Second, we complement this lit-
erature-based analysis with original experimental 
evaluation: three representative models – Deep-
Log, DeepTraLog, and TraceVAE – are trained and 
tested on the same TrainTicket dataset comprising 
106,312 traces from 35 microservices. Results that 
originate from our experiments are explicitly dis-
tinguished from those reported in prior work. This 
mixed-methods strategy addresses a methodological 
gap identified in the existing literature, where cross-
study comparisons of anomaly detection models are 
complicated by differences in datasets, preprocess-
ing, hardware, and evaluation protocols.

The remainder of this paper is organized as 
follows. Section II provides background on mi-
croservice architectures and distributed tracing. 
Section III examines the structural awareness ca-
pabilities of both approaches. Section IV presents 
detection accuracy benchmarks, including our 
unified experimental setup and results. Section V 
analyzes computational efficiency considerations. 
Section VI discusses limitations, implications, 
and future directions, and Section VII concludes 
the paper.

2. Background and Related work

A. Microservice Architecture and Observability
Microservice architecture represents a funda-

mental departure from traditional monolithic ap-
plication design. In a monolithic system, all func-
tional components share a single codebase and are 
deployed as a unified artifact. While this approach 
simplifies initial development and deployment, it 
creates significant challenges for scaling, mainte-
nance, and technology evolution [11]. Microservice 
architecture addresses these limitations by decom-
posing applications into small, independently de-
ployable services, each responsible for a specific 
business capability [12].

However, this decomposition comes at the cost 
of increased operational complexity. A single user 
request may traverse dozens or even hundreds of 
services before completion, with each service po-
tentially introducing its own failure modes, latency 
characteristics, and resource constraints [13]. The 
challenge of understanding system behavior in this 
context-commonly referred to as “observability” – 
has become a critical concern for organizations op-
erating at scale.

B. Distributed Tracing Fundamentals
Distributed tracing provides a mechanism for 

tracking request flow across service boundaries. The 
core abstraction is the “trace,” which represents the 
complete journey of a request through the system. 
Each trace consists of multiple “spans,” where each 
span represents a named, timed operation within a 
single service [7]. Spans are organized hierarchi-
cally, with parent-child relationships indicating in-
vocation patterns.

Modern tracing systems propagate context infor-
mation (typically including a trace ID and span ID) 
through request headers, enabling the reconstruc-
tion of complete request paths even in highly dis-
tributed environments. This contextual information, 
combined with timing data and service metadata, 
provides the foundation for various analytical ap-
proaches including anomaly detection, performance 
optimization, and root cause analysis [14], [15].

C. Traditional Anomaly Detection Approaches
Early approaches to anomaly detection in dis-

tributed systems relied primarily on statistical meth-
ods and rule-based systems. These approaches typi-
cally involved setting thresholds for metrics such as 
response time, error rates, or resource utilization. 
While effective for detecting gross violations, such 
approaches struggle with the dynamic and context-
dependent nature of modern microservice systems. 
The advent of machine learning has enabled more 
sophisticated detection methods capable of learning 
complex patterns from historical data.

3. Structural awareness: Sequences vs. Hier-
archies

The fundamental difference between sequence-
based and graph-based models lies in their per-
ception and representation of trace structure. This 
distinction has profound implications for anomaly 
detection capability, particularly in systems with 
complex invocation patterns.

A. Sequence-based Modeling with LSTM Net-
works

Traditional sequence models such as DeepLog 
and Multimodal LSTM treat traces as linear se-
quences of service invocations or log events [16], 
[17]. These models operate under the assumption of 
a sequential temporal flow where event A leads to 
event B in a strictly ordered manner. Long Short-
Term Memory networks are particularly well-suited 
for this paradigm due to their ability to capture long-
range dependencies through their gating mecha-
nisms [18].
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Figure 1
Architectural comparison: (a) Sequence-based LSTM pipeline, (b) Graph-based GNN pipeline

 

 
 

                                                              
 
   

       
            

       
              

             
                        

         

However, microservice traces are inherently 
tree-structured rather than linear [19]. This structur-
al mismatch creates several fundamental limitations 
for sequence-based approaches:

- Invocation Hierarchy: A parent span may ini-
tiate multiple child spans simultaneously, repre-
senting parallel execution paths. Sequence models 
cannot naturally represent this branching structure 
[20].

- Asynchronous and Parallel Calls: Microser-
vices frequently utilize parallel execution to reduce 
latency. In a sequence-based model, log events from 
parallel spans interleave in arbitrary orders, leading 
the model to falsely report unseen subsequences as 
anomalies [21].

- Context Loss: When flattening a tree struc-
ture into a sequence, critical contextual informa-
tion about the relationship between operations is 
lost, potentially masking important anomaly in-
dicators.

B. Graph-based Modeling with Graph Neural 
Networks

Graph-based frameworks address these limita-
tions by preserving the natural structure of distributed 
traces. Systems such as DeepTraLog utilize a Trace 
Event Graph (TEG) representation that unifies inter-
service interactions (traces) and intra-service behav-
iors (logs) into a single cohesive structure [22]. In this 
paradigm, the trace is represented as a directed graph 
where nodes correspond to spans or log events and 
edges represent relationships between them.

Graph representations enable the explicit en-
coding of multiple relationship types, including: (1) 
Sequence relationships between consecutive events 
within a service; (2) Synchronous request relation-
ships between caller and callee; (3) Synchronous re-
sponse relationships for return paths; and (4) Asyn-
chronous request relationships for fire-and-forget 
patterns [23]. This rich relational encoding provides 
models with the structural context necessary for ac-
curate anomaly detection.

Figure 2
Trace representations: (a) Original tree structure (b) Graph with typed edges (structure preserved)., (c) Flattened sequence 
(information lost) 
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By modeling traces as graphs, GNNs-specifi-
cally Gated Graph Neural Networks (GGNNs)-can 
capture the “back-pressure” and cascading effects 
that propagate along service dependencies [24]. 
This capability is essential for detecting anomalies 
that manifest as structural deviations rather than 
simple metric threshold violations.

Advanced graph-based models like TraceVAE 
further extend this approach by utilizing a dualvari-
able architecture that encodes structural and temporal 
features separately [25]. This separation ensures that 
the model understands both the topological context of 
each service invocation and its temporal characteris-
tics, enabling more nuanced anomaly detection.

4. Detection accuracy: Empirical evidence

Empirical evidence from multiple research stud-
ies indicates a significant performance gap between 
sequence-based and graph-based approaches for mi-
croservice anomaly detection. This section presents 
quantitative comparisons and discusses the underly-
ing factors contributing to these differences.

А. Benchmark Methodology
The TrainTicket microservice system has 

emerged as a widely-used benchmark for evaluat-
ing anomaly detection approaches [26]. This system 
simulates a realistic ticket booking application com-
prising dozens of interconnected microservices. Re-
searchers inject various fault types including service 
failures, latency anomalies, and resource exhaustion 
to evaluate detection capabilities across different 
anomaly categories.

В. Unified Experimental Setup
To address the methodological limitation of 

cross-study comparison, we conduct original ex-

periments in which three representative models 
are evaluated under controlled conditions. We se-
lect DeepLog [16] as the sequence-based baseline, 
DeepTraLog [22] as the primary graph-based mod-
el, and TraceVAE [25] as an alternative graph-based 
architecture employing variational inference.

All models are trained and evaluated on traces 
extracted from the TrainTicket microservice bench-
mark [26], comprising 106,312 traces from 35 
services (89,724 normal, 16,588 anomalous). The 
traces originate from 14 fault injection scenarios 
(F01–F14) covering service failures, latency anoma-
lies, and resource exhaustion. We apply a consistent 
split: 62,806 training traces, 10,630 validation trac-
es (8,972 normal + 1,658 anomalous), and 32,876 
test traces (17,946 normal + 14,930 anomalous).

A unified data conversion pipeline transforms 
the raw traces into the input format required by 
each model. DeepLog and DeepTraLog experi-
ments were conducted on an NVIDIA A100SXM4-
40GB GPU; TraceVAE was evaluated on a Tesla 
T4 GPU due to dependency constraints of the DGL 
framework version required by its implementa-
tion. While this hardware difference limits direct 
comparison of computational efficiency between 
TraceVAE and the other models, detection accu-
racy metrics (Precision, Recall, F1) remain compa-
rable as they are hardware-independent. We report 
all metrics using identical evaluation procedures 
across models.

C. Quantitative Performance Comparison
Table 1 presents comparative results from recent 

evaluation studies. As shown, graph-based models 
consistently outperform their sequence-based coun-
terparts across precision, recall, and F1score met-
rics.

Table 1
Performance Comparison of Anomaly Detection Models. Results marked “This work” were obtained on 106,312 TrainTicket traces 
(62,806 train / 10,630 val / 32,876 test). DeepLog and Deep-TraLog used NVIDIA A100-SXM4-40GB; TraceVAE used Tesla T4 due 
to framework constraints. 

Literature results are reported as published

Model Type Dataset Hardware P R F1 Source

TraceVAE GNN+VAE TrainTicket Tesla T4 0.940 0.855 0.896 This work

DeepTraLog GNN (GGNN) TrainTicket A100-40GB 0.937 0.807 0.868 This work

DeepLog LSTM TrainTicket A100-40GB 0.688 0.844 0.758 This work

DeepTraLog GNN (GGNN) TrainTicket 2×V100 0.930 0.978 0.954 [22]

TraceVAE GNN+VAE TrainTicket N/R 0.912 0.956 0.933 [25]
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Model Type Dataset Hardware P R F1 Source

TCN-VAE Hybrid TrainTicket N/R 0.938 0.927 0.933 [34]

Eadro Multi-modal TrainTicket N/R 0.891 0.912 0.901 [34]

GRU-SVDD Sequence TrainTicket N/R 0.834 0.803 0.818 [22]

Sleuth Graph N/R N/R 0.856 0.789 0.821 [36]

DeepLog Sequence HDFS/BGL N/R 0.762 0.721 0.741 [16]

LogAnomaly Sequence HDFS/BGL N/R 0.724 0.698 0.711 [19]

MLP Baseline Vector TrainTicket N/R 0.681 0.645 0.663 [25]

TraceAnomaly Vector TrainTicket N/R 0.412 0.267 0.321 [9]

Figure 3
Performance comparison: (a) Detection accuracy metrics, (b) F1-score ranking by model type

Continuation of the table

Table 1 presents both our experimental results 
and findings from the literature. In our unified eval-
uation, TraceVAE achieved the highest F1-score 
(0.896), followed by DeepTraLog (0.868), both 
substantially outperforming the LSTM-based Deep-
Log (0.758). Notably, our results differ from those 
reported in the original studies – for example, Deep-
TraLog achieves F1=0.954 in [22] versus 0.868 in 
our experiments – illustrating the sensitivity of these 
models to data splits, preprocessing pipelines, and 
hardware configurations. This discrepancy reinforc-

es the need for unified benchmarking as presented 
in this work.

Graph-based models like TraceVAE address 
advanced probabilistic issues that particularly affect 
sequence-based approaches. One such issue is Neg-
ative Log-Likelihood (NLL) Inversion, where se-
quential models suffer from an “entropy gap” [25]. 
In this phenomenon, lower-dimensional anomalies-
such as a missing node in a large trace-paradoxically 
result in lower anomaly scores than normal traces, 
leading to false negatives.
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Figure 4
Precision–Recall trade-off across all evaluated models. Bubble 
size is proportional to F1score; bold edges indicate results from 
this work

D. Addressing Probabilistic Challenges
GNN-based approaches mitigate this issue 

through techniques such as Node Count Normaliza-
tion and Gaussian Std-Limit within the graph frame-
work [25], [27]. These methods effectively normal-
ize for trace complexity, ensuring that anomalies are 
detected regardless of trace size. This capability is 
particularly important in production environments 

where trace complexity varies significantly across 
different request types.

5. Computational Efficiency Analysis

Microservice telemetry is increasingly high-di-
mensional, with individual traces potentially involv-
ing hundreds of service calls and thousands of log 
events [1]. Computational efficiency is therefore a 
critical consideration for production deployment of 
anomaly detection systems.

A. Training and Inference Latency
Empirical analysis reveals an interesting trade-

off between training time and testing efficiency. In 
our unified experiments on the TrainTicket bench-
mark (NVIDIA A100 GPU), DeepTraLog pro-
cessed the test set of 32,876 traces in 13.2 seconds 
compared to 3,115.1 seconds for DeepLog, yielding 
a 237× difference in inference time. This substan-
tial speedup, obtained under controlled conditions 
with identical data and hardware, exceeds the ap-
proximately 40× improvement reported in prior 
cross-study comparisons [22] and suggests that the 
efficiency advantage of graph-based inference may 
be more pronounced than previously document-
ed. GGNNs treat events as parallel network units 
amenable to efficient message-passing algorithms, 
whereas LSTMs must serially process every event 
in a sequence [28], [29].

Table 2
Training and Inference Time Comparison. Inference times are for the full test set (32,876 traces for “This work” rows). Times are 
not directly comparable across different hardware

Model Type Hardware Training Time Inference Time Source

DeepTraLog GNN (GGNN) A100-40GB 1,618 s (~27 min) 13.2 s This work

TraceVAE GNN+VAE Tesla T4 27,112 s (~7.5 h) 281.9 s This work

DeepLog LSTM A100-40GB 7,584 s (~2.1 h) 3,115.1 s This work

DeepTraLog GNN (GGNN) 2×V100 ~67 min 77 s [22]

TraceVAE GNN+VAE N/R ~85 min 92 s [25]

LogAnomaly Sequence N/R ~45 min 3,136 s [19]

DeepLog Sequence N/R ~25 min ~800 s [16]
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Figure 5
Computational efficiency comparison: (a) Training time, (b) Inference time showing 237× speedup for 
DeepTraLog vs DeepLog

Figure 6
AUC-ROC comparison for models evaluated in this work

Table 3
Model Characteristics

Capability DeepTraLog TraceVAE DeepLog LogAnomaly
Structural Awareness Full Full None None

Parallel Call Handling Yes Yes No No
Log+Trace Integration Combined Trace only Log only Log only

Unsupervised No Yes No Yes
Interpretable Partial Limited Partial Limited
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B. Scalability and Dimensionality Challenges
Sequence models that rely on sliding window 

approaches suffer from the “curse of dimensional-
ity” when the number of distinct log or span event 
types exceeds typical limits [30]. As the event vo-
cabulary grows, the model’s ability to generalize 
degrades, and memory requirements increase poly-
nomially.

Graph models mitigate this challenge through 
several mechanisms. First, soft-attention mecha-
nisms allows the model to dynamically focus on 
nodes contributing most to an anomaly, effectively 
reducing the effective dimensionality of the prob-
lem [31]. Second, message-passing architecture of 
GNNs enables efficient information aggregation 
across graph neighborhoods without requiring ex-
plicit enumeration of all possible event sequences. 
These properties allow graph-based systems to scale 
effectively even as the number of events in a trace 
reaches 800–900 or more [25], [32].

2. Discussion

A. Practical Implications
The findings presented in this analysis have sig-

nificant implications for practitioners designing ob-
servability systems for microservice architectures. 
The superior performance of graph-based approach-
es suggests that organizations should prioritize these 
methods for new deployments, particularly in sys-
tems with complex service dependencies and paral-
lel execution patterns.

However, the choice between approaches should 
also consider organizational factors. Sequencebased 
models may remain appropriate for simpler archi-
tectures with predominantly linear call patterns, or 
in environments where training time constraints 
outweigh inference performance requirements. Ad-
ditionally, the interpretability of sequence models 
may provide advantages in certain debugging and 
root cause analysis scenarios.

B. Limitations of Graph-Based Approaches
While graph-based models demonstrate clear 

advantages in structural awareness and detection ac-
curacy, several practical limitations warrant consid-
eration.

First, GNN-based methods are sensitive to in-
complete or malformed trace data. In production 
environments, spans may be lost due to sampling 
policies, network partitions, or instrumentation fail-
ures, resulting in partial graphs. Unlike sequence 
models that degrade gracefully when elements are 
missing from a linear sequence, graph models may 

propagate errors through message-passing layers, 
amplifying the effect of missing nodes or edges on 
downstream representations [23].

Second, evolving microservice topologies in-
troduce a cold-start challenge. When new services 
are deployed or existing call paths change, the graph 
structure diverges from patterns observed during 
training. Retraining or fine-tuning the model be-
comes necessary, and frequency of architectural 
changes in actively developed systems may make 
this impractical without automated retraining pipe-
lines [1].

Third, training cost varies significantly across 
architectures. In our experiments, TraceVAE re-
quired 27,112 seconds of training time compared to 
1,618 seconds for DeepTraLog and 7,584 seconds 
for DeepLog. The variational inference mechanism 
in TraceVAE, while yielding the highest detection 
accuracy, imposes a substantial computational over-
head during training that must be weighed against 
the marginal F1 improvement over DeepTraLog 
(0.896 vs. 0.868).

Fourth, the explainability of GNN-based anoma-
ly detection remains limited. While methods such as 
GNNExplainer [33] offer post-hoc interpretation of 
node-level predictions, generating humanreadable 
explanations for why a particular trace was flagged 
as anomalous is an open challenge. For operational 
teams, understanding the root cause behind an alert 
is as important as the detection itself [37].

Finally, deployment complexity is higher for 
graph-based systems. Constructing graph represen-
tations from raw traces at serving time requires ad-
ditional preprocessing step that introduces latency 
and engineering effort compared to simpler tokeni-
zation required by sequence models.

C. Future Research Directions
Several promising research directions emerge 

from this analysis. First, hybrid architectures that 
combine the temporal modeling strengths of recur-
rent networks with the structural awareness of GNNs 
warrant further investigation. Second, the applica-
tion of more advanced GNN variants, such as Graph 
Attention Networks (GATs) and Graph Transform-
ers, to microservice anomaly detection remains un-
derexplored. Third, the development of explainable 
anomaly detection methods that can identify not just 
that an anomaly occurred, but specifically which 
service interactions contributed to the anomaly, rep-
resents an important direction for operational util-
ity [33]. Additionally, TraceGra [35] represents an 
existing mixed-methods strategy combining GNN 
and LSTM for simultaneous topology and temporal 
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pattern capture. Cross-system transfer learning and 
meta-learning approaches [42] offer a promising di-
rection to reduce cold-start issues for new deploy-
ments. Recent comprehensive surveys [38], [39], 
[40] highlight the need for standardized benchmarks 
to enable fair cross-method comparison. Real-time 
distributed tracing anomaly detection in cloud envi-
ronments [41] is emerging as an operational require-
ment. The precision-recall trade-off observed in our 
experiments – where GNNs favor precision while 
LSTMs favor recall – warrants further investigation 
into ensemble or cascading approaches.

7. Conclusion

This paper has compared sequence-based and 
graph-based deep learning approaches for anoma-
ly detection in microservice traces through both a 
structured literature analysis and original experi-
ments on the TrainTicket benchmark.

The experimental results confirm that graph-
based models capture structural properties of dis-
tributed traces more effectively than sequential 
alternatives. In our unified evaluation, TraceVAE 
achieved the highest F1-score of 0.896, followed by 
DeepTraLog at 0.868, while the LSTM-based Deep-
Log reached 0.758. These findings are consistent in 
direction with results reported in prior independent 
studies, though absolute F1 values differ due to 
variations in data splits, preprocessing, and evalu-
ation conditions – illustrating precisely why unified 
benchmarking is necessary.

A notable finding is the scale of inference effi-
ciency gains. DeepTraLog processed the test set 237 
times faster than DeepLog on identical hardware, 
substantially exceeding the approximately 40× 
speedup reported in cross-study comparisons. At the 
same time, our experiments reveal that graphbased 
models exhibit higher precision but lower recall 

than the LSTM baseline, suggesting that sequence 
models may be more sensitive to anomalies at the 
cost of more false positives.

These observations suggest that the choice be-
tween approaches depends on the operational con-
text. For systems where precision is prioritized 
and structural fidelity matters – such as production 
environments with stable topologies and complete 
instrumentation – graph-based models offer mea-
surable advantages. For rapidly evolving systems 
where high recall is critical and computational re-
sources are constrained, sequence-based models 
may remain a pragmatic alternative.

Future work should investigate hybrid architec-
tures that combine temporal and structural model-
ing, the application of Graph Transformers to trace 
analysis, and methods for generating interpretable 
explanations from GNN-based detectors.
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