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Abstract. This article examines modern approaches to ensuring the integrity and confidentiality of
electronic data through the use of post-quantum cryptographic algorithms kyber and dilithium. In the
context of the rapid development of quantum computing technologies, traditional cryptographic meth-
ods such as rsa and elliptic curve cryptography are expected to lose their resistance, creating significant
threats to the security of information systems. These threats affect government digital platforms, financial
services, educational ecosystems, and intelligent social systems that require a high level of digital trust.
The objective of the study is to analyze the application of the kyber algorithm for encryption and key
exchange and the dilithium algorithm for digital signatures as post-quantum solutions recommended by
nist for data protection in the post-quantum era. The article considers principles for integrating these al-
gorithms into trusted electronic system infrastructures, including electronic voting, state registries, digital
document management systems, and cloud storage platforms. The results demonstrate that the com-
bined use of kyber and dilithium significantly enhances resistance to quantum attacks, ensures the integ-
rity of electronic transactions, and provides reliable authentication and data verification throughout the
entire data life cycle. The study concludes that post-quantum cryptographic algorithms represent a key
direction in the development of secure digital ecosystems and the formation of a new paradigm of digital
trust. This article examines modern approaches to ensuring the integrity and confidentiality of electronic
data through the use of post-quantum cryptographic algorithms kyber and dilithium. In the context of
the rapid development of quantum computing technologies, traditional cryptographic methods such as
rsa and elliptic curve cryptography are expected to lose their resistance, creating significant threats to
the security of information systems. These threats affect government digital platforms, financial services,
educational ecosystems, and intelligent social systems that require a high level of digital trust. The objec-
tive of the study is to analyze the application of the kyber algorithm for encryption and key exchange and
the dilithium algorithm for digital signatures as post-quantum solutions recommended by nist for data
protection in the post-quantum era. The article considers principles for integrating these algorithms into
trusted electronic system infrastructures, including electronic voting, state registries, digital document
management systems, and cloud storage platforms. The results demonstrate that the combined use of
kyber and dilithium significantly enhances resistance to quantum attacks, ensures the integrity of elec-
tronic transactions, and provides reliable authentication and data verification throughout the entire data
life cycle. The study concludes that post-quantum cryptographic algorithms represent a key direction in
the development of secure digital ecosystems and the formation of a new paradigm of digital trust.

Keywords: intelligent social systems, simulation modeling, data integrity, cognitive attacks, informa-
tion distortions, agent-based modeling.

1. Introduction

The contemporary information landscape is
marked by the rapid growth of data volumes, the
large-scale digitalization of public and commercial
services, and the active adoption of artificial intel-
ligence (AI) technologies and cloud solutions in
management and communication processes. In this
context, ensuring the security, integrity, and confi-
dentiality of electronic data has become one of the
key priorities of the digital society.

ol Licensed under CC BY-NC 4.0

Systems that process mission-critical informa-
tion—government digital platforms (eGov, Gosu-
slugi), electronic registries, as well as educational
and financial ecosystems—are of particular impor-
tance. Violations of data integrity in such systems
can lead to serious consequences: the erosion of
user trust, the distortion of electronic transaction
results, and the leakage of personal information.
Consequently, the problem of data protection ex-
tends beyond traditional cryptographic approaches
and demands a transition to new methods resilient
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to future threats—first and foremost, to quantum at-
tacks.

The development of quantum computing poses a
fundamental challenge to existing encryption algo-
rithms (RSA, ECC), since quantum computers can
efficiently solve the factoring and discrete logarithm
problems on which the security of classical schemes
is based. In response, a new field—post-quantum
cryptography (PQC)-has emerged, focused on de-
signing algorithms that remain secure even in the
presence of quantum computing technologies.

Among the most promising solutions in post-
quantum cryptography are the Kyber and Dilithium
algorithms, recommended by the U.S. National In-
stitute of Standards and Technology (NIST) as in-
ternational standards for data protection in the post-
quantum era. Kyber is used for key establishment
(key encapsulation) and securing communication
channels, while Dilithium is intended for generat-
ing and verifying digital signatures, ensuring the au-
thenticity and immutability of electronic documents.

The use of Kyber and Dilithium enables the
construction of secure architectures for electronic
systems that provide not only data encryption but
also verifiability of integrity, authenticity, and prov-
enance. This, in turn, opens opportunities for devel-
oping trusted digital infrastructures—such as elec-
tronic voting systems, government registries, cloud
storage, and corporate databases.

Accordingly, this study focuses on analyzing
and deploying the post-quantum cryptographic al-
gorithms Kyber and Dilithium to protect the integ-
rity and confidentiality of electronic data. Particular
attention is paid to the architectural integration of
these algorithms into modern digital ecosystems, to
modeling their resilience to quantum attacks, and
to assessing the effectiveness of their application in
building next-generation systems of digital trust.

2. Materials and Methods

The problem of ensuring the integrity and confi-
dentiality of electronic data occupies a central place
in contemporary digital science and information
security. The development of quantum computing
has put traditional cryptographic protection meth-
ods (RSA, ECC)-whose effectiveness relies on the
computational hardness of integer factorization and
discrete logarithms—at risk. The emergence of quan-
tum algorithms such as Shor’s algorithm enables
these problems to be solved efficiently, creating the
need to transition to new cryptographic schemes re-

sistant to quantum attacks (Bernstein et al., 2017;
Chen et al., 2016).

According to research in post-quantum cryptog-
raphy [1], new security standards must ensure long-
term resilience against threats arising from advances
in quantum technologies. Since 2016, the U.S. Na-
tional Institute of Standards and Technology (NIST)
has been conducting a global initiative to standard-
ize post-quantum algorithms. As a result of a multi-
stage selection process, in 2022 the Kyber algorithm
(for encryption and key exchange) and Dilithium
(for digital signatures) were chosen for standardiza-
tion, demonstrating high efficiency, robustness, and
performance [2].

Kyber, based on lattice problems [3], provides
a high level of protection for communication chan-
nels and secure key exchange even in the presence
of a quantum adversary [4]. In turn, Dilithium—
built on similar mathematical foundations—enables
digital signing and verification of data authenticity,
preserving immutability and provable provenance
[5]. These algorithms offer not only cryptographic
strength but also compatibility with modern com-
puting architectures, making them suitable for inte-
gration into government, corporate, and educational
systems.

International studies show that deploying post-
quantum methods in electronic voting systems, fi-
nancial platforms, and cloud storage increases user
trust and enhances infrastructure resilience to hack-
ing threats. Particular attention is paid to hybrid se-
curity models that combine classical and post-quan-
tum approaches, enabling a smooth transition to the
new cryptographic paradigm without a complete
system overhaul [6].

In the domestic scholarly literature, the issue of
post-quantum security is also reflected. Research-
ers emphasize the need to adapt NIST international
standards to national requirements and to integrate
post-quantum algorithms into public services, espe-
cially in the context of protecting critical data and
personal registries. They also underscore the impor-
tance of developing models of digital trust and legal
mechanisms governing encrypted information in the
post-quantum era.

Recent publications [7] focus on the perfor-
mance and optimization challenges of post-quantum
algorithms when deployed in resource-constrained
environments (e.g., [oT and edge services). For such
scenarios, hardware-optimized implementations of
Kyber and Dilithium are proposed, demonstrating a
balance among speed, reliability, and security.
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Thus, the analysis of scholarly sources high-
lights several key research directions in post-quan-
tum data protection:

- development and standardization of next-gen-
eration cryptographic algorithms (Kyber, Dilithium,
Falcon, SPHINCS+);

- investigation of the resilience of post-quantum
schemes to practical attacks and their performance
in real-world environments;

- integration of post-quantum cryptography into
digital ecosystems—from electronic document man-
agement to cloud platforms;

- formation of digital-trust architectures that
combine post-quantum cryptography, machine
learning, and intelligent monitoring systems.

Overall, the literature points to a global transi-
tion to a new stage in cryptography: from defending
against classical computational threats to building
quantum-resilient ecosystems. The deployment of
Kyber and Dilithium plays a key role in shaping the
infrastructure of digital trust and ensuring the integ-
rity of electronic data in the post-quantum era.

2.1 Methodology and Research Methods

The methodological basis of this study rests
on the concept of quantum-resilient protection of
electronic data through the use of the post-quantum
cryptographic algorithms Kyber and Dilithium. The
aim is to evaluate the effectiveness of these algo-
rithms in ensuring integrity and confidentiality un-
der threat models associated with advances in quan-
tum computing.

The research employed systemic and experi-
mental-analytical approaches that included design-
ing the architecture of a secured digital system,
implementing and testing cryptographic modules,
and analyzing the system’s resilience to potential
quantum and classical attacks. The methodology
followed a three-tier modeling principle that sepa-
rates the system into cryptographic, infrastructure,
and application layers. At the cryptographic layer,
Kyber and Dilithium were implemented for encryp-
tion, key establishment, and digital signatures. The
infrastructure layer modeled network connections,
data transmission channels, and server nodes, while
the application layer captured protected data-ex-
change and storage scenarios such as electronic vot-
ing, government registries, and cloud systems [8].

Computational experiments were implemented
using Python and SageMath, along with specialized
post-quantum cryptography libraries: pypqc for Ky-
ber and pqcrypto for Dilithium. Performance analy-
sis employed NumPy, Pandas, and Matplotlib. For
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security evaluation, the Open Quantum Safe (OQS)
framework and libogs were used to provide support
for post-quantum algorithms and enable experi-
ments under conditions close to real-world deploy-
ments.

In the first stage, a test data-transmission pro-
tocol was developed that included key generation,
encryption, signing, and authenticity verification.
For an objective efficiency comparison, tests were
conducted against classical cryptosystems RSA and
ECC. In the next stage, quantum attacks aimed at
undermining the resilience of classical algorithms
were simulated. The primary metrics were Encryp-
tion Success Rate, an Integrity Index capturing post-
transmission invariance, and a Quantum Resistance
Score reflecting robustness to simulated quantum
compromise.

Additionally, computational efficiency was as-
sessed using parameters such as key-generation
time, encryption/decryption throughput, signature
length, key size, and compute-resource load. Ex-
periments were run both in a local environment and
in a client-server network configuration, allowing
practical behavior to be evaluated under realistic
encrypted data-exchange conditions. Comparative
results were derived via performance coefficients
and security-gain factors, indicating that Kyber and
Dilithium achieved a 70-80% increase in quantum
resilience with no more than a 25-30% increase in
computational cost.

To verify applicability, an experimental model
of a protected electronic-interaction infrastructure
was built. It comprised a server module implement-
ing Kyber and Dilithium, a client interface perform-
ing encryption and signing operations, a database
with integrity-verification capabilities, and an au-
dit module logging all exchange operations. Dur-
ing attack simulations, scenarios included message
interception, signature substitution, and public-key
analysis. The results showed that the probability of
successful compromise with Kyber and Dilithium
did not exceed 0.001%, whereas under an analogous
RSA-based setup it was about 4.3% [9].

The findings confirm the hypothesis of high ef-
fectiveness of post-quantum algorithms in ensuring
the integrity and confidentiality of electronic data.
Kyber demonstrated an optimal balance between
encryption speed and attack resilience, while Dilith-
ium provided reliable authentication and protection
against data tampering. Their combined use enabled
a comprehensive quantum-resilient architecture of
digital trust that maintained stable information flows
under potential quantum threats.
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The methodological novelty lies in unifying
practical cryptographic testing, attack modeling,
and performance analysis to deliver a holistic as-
sessment of Kyber and Dilithium in modern digital
ecosystems [10]. The results can inform the design
of secured government information systems, elec-
tronic document workflows, electronic voting sys-
tems, and cloud data repositories that require a high
level of trust and resilience to quantum-computing
threats.

3. Results and Discussion

The primary challenge in organizing the experi-
ment was that the simulated intelligent social sys-
tem represented a dynamic environment with high
parameter variability. In the initial stages of mod-
eling, difficulties arose related to configuring agent
behavioral parameters and calibrating trust coef-
ficients, which required substantial computational
resources and time to train neural network models.

Initial modeling showed that, in the baseline ar-
chitecture of the intelligent social system, the data
integrity level decreased by 25-30% under the influ-

ence of external cognitive attacks and disinforma-
tion flows. A high sensitivity to the density of social
ties was observed: the greater the number of agent
interactions, the faster distorted messages propagat-
ed [11]. This effect is analogous to viral diffusion,
confirming the hypothesis of a nonlinear relation-
ship between user engagement and the rate of loss
of data veracity.

After the deployment of machine-learning-
based corrective mechanisms, a stable improve-
ment in data integrity indicators was observed. The
experimental model employing autoencoders and
graph neural networks demonstrated, on average, an
18% increase in the Integrity Rate compared to the
control model [12]. The Resilience Index rose by
22%, while the Distortion Propagation Factor nearly
halved. “Figure 1. Dynamics of the Integrity Index”
presents a visualization of the three-layer simula-
tion architecture, showing the relationships among
agents, data flows, and infrastructure nodes. The
bottom layer depicts user activity and the density
of their social ties, the middle layer the dynamics
of information flows, and the top layer the network
structure that ensures data transmission and storage.
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Figure 1 — Dynamics of the Integrity Index.

“Figure 2. Comparison of cryptographic al-
gorithm performance.” shows the dynamics of the
Integrity Rate during the simulation experiment.
A clear positive trend is evident in the experimen-

tal model equipped with self-learning algorithms,
where the decline in data veracity occurred signifi-
cantly more slowly than in the baseline configura-
tion.
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Figure 2 — Comparison of cryptographic algorithm performance.

Time-series and graph-structure analyses re-
vealed that the most vulnerable nodes in the system
are agents with high betweenness centrality. These
nodes constitute critical points for the spread of dis-
tortions and fake messages. Applying adaptive-trust
mechanisms significantly reduced the impact of
such nodes on overall data integrity. The experiment
also considered the influence of agent self-learning
parameters on system resilience. It was found that
increasing the model-update frequency by 15-20%
raised anomaly-classification accuracy to 92%, con-
firming the effectiveness of incorporating neural
methods into the simulation architecture [13].

The modeling results demonstrated that a hy-
brid approach combining agent-based modeling and
machine learning not only detects data distortions
but also predicts their emergence. This is especially
important for intelligent social systems in which in-
formation processes occur in real time and are sub-
ject to cognitive and behavioral influences. At the
same time, the experiment confirmed the significant
pedagogical dimension of intelligent systems’ func-
tioning. The feedback and self-learning mechanism
of agents can be viewed as an analogue of pedagogi-
cal support, whereby each system element adapts
based on experience and accumulated data [14].
This makes the system more flexible and resilient to
external impacts and contributes to building a trust-
worthy digital environment.

In conclusion, the experiment’s results con-
firmed the feasibility of using simulation modeling
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in combination with neural methods of analysis. This
approach provides a comprehensive understanding
of the mechanisms of data-integrity violation and
restoration and enables the development of intelli-
gent tools for monitoring, prevention, and automatic
response to information threats [15]. The findings
can be applied in designing digital-governance sys-
tems, educational and governmental platforms, and
in ensuring the cyber-resilience of social networks.

4. Conclusions

It has been established that the proposed meth-
odology—based on simulation modeling and the
application of machine-learning algorithms—ef-
fectively detects and predicts data-integrity viola-
tions in intelligent social systems. The experiment
confirmed that employing a three-layer model ar-
chitecture—separating user, information, and infra-
structure layers—provides a comprehensive under-
standing of the dynamics of information processes
and the mechanisms of data distortion. Integrating
neural algorithms, including autoencoders, graph
neural networks, and recurrent networks, increased
anomaly-detection accuracy and helped stabilize
the data-integrity coefficient under external cog-
nitive attacks. The simulation results showed that
introducing self-learning mechanisms and adaptive
trust enhances the system’s digital resilience and
reduces the likelihood of false-information propa-
gation.
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Thus, the proposed approach—combining simu-
lation modeling, machine learning, and user-behav-
ior analysis—can be recommended as an effective
tool for the design and monitoring of intelligent so-
cial systems. It ensures not only technical reliability
but also lays the foundation for building systems of
digital trust aimed at preserving information verac-
ity and supporting the sustainable development of
the digital society.

Future research should focus on refining the
proposed model, expanding the set of agent self-
learning parameters, and integrating cognitive
and ethical factors into the modeling process.
This will enable the creation of more realistic and
adaptive digital systems capable of proactively
preventing threats and maintaining data integrity

in a dynamically changing information environ-
ment.
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